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Kidz, don't try this at home!

For the described procedures certified equipment has been used.

We also performed an analysis of our own communications, We
did not caused any interference in the Slovenian GSM networks.

No SIM card has been cloned. No mobile phone has been harmed
or tortured.

The purpose of our study was to draw attention to the security
vulnerabilities in the Slovenian GSM networks. Our aim is to
improve GSM security and consequently to increase the level of
privacy of mobile users. We would like that Slovenian mobile
operators begin to invest more in network security and
protection of its users.

Our study also showed the weaknesses in the retention of traffic
data (so-called data retention) - we believe that reliability of
traffic data in criminal proceedings is questionable.




Data on a SIM card



Data on a SIM card

1: SIM card reader
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Data on a SIM card

2: changing contens of data on a SIM card, including
SMS content and metadata

Message Text (44 / 160)

Septembra 2001 bo teroristicni napad na W
TC.

(2/35) sms messages

Status Date From Message

Read Wed Oct 15 16:04:57 2014 123456 sporocilo iz prihodnosti...

Read FriJan 12 18:54:37 2001 +386404M Scptembra 2001 bo teroristicni napad na WTC.
Date: From: Status:

N

FriJan121 |6404SMEEB | Deleted |2

Save | Preklici |
(> SMS_export.txt (~/Namizje/SIMreader) - gedit

SIM Inforniation

Location: 293F40

E_ Podpri X Eshrani g.

(] SMS_export.txt % MSISDN: 000000486
# Date, From, SerivceCenter, Message : .
Wed Oct 15 16:04:57 2014,123456,+38641001333,5porocilo iz prihodnostil... Serial number:| g9386400707:

Fri Jan 12 18:54:37 2001,+38640@, +38641001333,5eptembra 2001 b&teroristicm‘. napad na WTC.
IMSI number: 2934001135

SIM phase: |phase 2+

Activated Tries left

PIN1 Yes 3

PIN2 Yes 3

Obicajno besedilo » Sirina tabulatorja: 8 ~ Vr. 2, St. 70 VST



Data on a SIM card

result

3







Spoofing the identity of SMS sender



Sending of SMS “from” arbitrary number

<http://provider.com/sms/json?
username=xxxxxxxx&password=xxxxxxxxx&from=Phrea
ker&to=38631123456&text=Sending%200f%20SMS
%20from%20number%20which%20is%20not%20a
%20number.>




Sending of SMS “from” arbitrary number







Spoofing the identity of a caller

(some operators implemented security patches, but in certain circumstances,
procedure still works)



Calling with arbitrary caller ID

1: setting-up the infrastructure

SFLphone VolIP Client

192.168.56.101

troe R

The Open Platform for Business Telephony 1 2 3
System Status Packages PBX System Setti el 3 ]1221313-/t?ﬂtgeztié>(bux web GUI use this URL abec def

) PeX status: trixbox1.localdomain () LU hitp:s 192.168.56.181 4 5 6

Version ghi jkl mno

S e O T T o help on trixbox commands you can use from i 7 8 9 ‘

Uptime : : ¢ nmand shell type help-trixbox. pqgrs tuv wxyz

System uptime: 6 minutes, 9 seconds i i

Last reload: 6 minutes, 9 seconds ~ixboxl login: root = 0 #

activa,Channel(s) Thu Feb 2 19:41:29 on ttyl

Peer User/ANR i . in ~I# ifconfig tun@ -

8 active SIP dialegs Link encap:UNSPEC HWaddr 80 -80-80-00 e e )

Sip Reqgistry

Host

sip (IS 5060
1 SIP registrations

inet addr:18.8.8.18 P-t-P:18.8.8.17 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1588 HMetric:l
RX packets:19 errors:8 dropped:8 overruns:8 frame:B8

TX packets:11Z errors:8 dropped:B overruns:B carrier:8

Sip Peers collisions:B txgqueuelen:188

Name/username RX bytes:18424 (18.1 KiB) TX bytes:16714 (16.3 KiB)

2000 (Unspecifled)[trixhnxl.lncaldnmain 14

leee/1000 192.168.56.1
3 sip peersjiMonitored: @ online, 2 offlif@ Unmonitored: I online, @ offlinel

IAX2 Registry

Host dnsmgr Username Perceived Refresh State }
© TAX2 regfstrations

IAX2 Peers

Name/User Host Mask Port Status

A anlina A afflina A unmanitaradl W

Apache/2.... 93.103.46.115

internet

VPN



Calling with arbitrary caller ID
2: look into the virtual PBX

trixbox - Admin Mode - Mozilla Firefox

trixbox - Admin Mode

& 192.168.56.101 - @ 43~

{ ) PBX status: trixbox1.localdomain ()

Version

Asterisk 1.6.0.26-FONCORE-r78 built by root @ reviso trixbox - Admin Mode
Uptime

System uptime: 7 hours, 5 minutes, 43 seconds
Last reload: 1 hour, 18 minutes, 54 seconds

192.168.56.101

I = r T

System Status Packages PBX System Settings Help

astive Chapneifa) Admin" Reports Panel Recordings Help

Peer User/ANR Call ID F¢

® active SIP dialogs S Tools Extension: 1000 English :

Sip Registry &; D " P B
elete Extension 1000 7

Host Username Refre] System Stalus ) Add Extension

@ SIP registrations. Module Admin & Add Follow Me Settings

Sip Peers

Name/username Host Dyn Nat At Extensions | . _ Matej 2 <2000>

2000 (Unspecified) D N i Feature Codes Edit Extenslon

lope/1e00 192.168.56.1 D N i

- B " . ) General Settings
2 sip peers [Monitored: 1 online, 1 offline Unmonitol
Qutbound Routes

IAX2 Registry _ S Display Name Matej 1

Host dnsmgr Username Perceived CID Num Alias

8 IAX2 registrations. Trun.ksl SIP Alias

1AX2 Peers Administrators

Name/Username Host Mask ; 3

R () 255.255.255.25! Inbound Routes ik e

1 iax2 peers [1 online, @ offline, ® unmonitored] Zap Channel DIDs

Siherribg A ntife Announcements Qutbhound CID 3204 <386—>
paes Ring Time | Default : |

CallerlD Lookup Sources

Day/Might Control Call Waiting | Enable -

Coilo bin I Call Screenina | Disahle —| i i



Calling with arbitrary caller ID

3: result on a phone

Tk a
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2 mins ago
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3 mins ago
»

4
4 mins ago

040555555 i

5 mins ago
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6 mins ago



Calling with arbitrary caller ID

4: traffic data recorded by the mobile provider

SVNSM- [SMS_poslan /

25.02.2012 | 11:11:02 JiE 0 Si.mobil | 38631595xxx| Out
SVNSM-

25.02.2012 | 11:57:43 | 0:01:00 0 Si.mobil I
SVNSM-

25.02.2012] 13:07:13| 0:00:41 0 Si.mobil I
SVNSM-

25.02.2012 | 15:39:09| 0:02:05 0 Si.mobil |
SVNSM-

25.02.2012 | 16:37:28 | 0:00:50 0 Si.mobil |
SVNSM-

25.02.2012|23:41:22| 0:00:04 0 Si.mobil | 38640222xxx In
SVNSM-

SVNSM-
25.02.2012 | 23:41:22| 0:00:04 0 Si.mobil | 38640222xxx In

SVNSM-
25.02.2012 ] 23:43:21| 0:00:02 0 Si.mobil | 38640444xxx In

SVNSM-
25.02.2012 | 23:45:04 | 0:00:02 0 Si.mobil | 38640666xxx In

SVNSM-
25.02.2012 | 23:46:37 | 0:00:02 0 Si.mobil |38640888xxx| In

SVNSM- | -

27.02.2012| 9:51:56 1E 0 Si.mobil | S Out
SVNSM- | —

27.02.2012| 9:53:05 = 0 Si.mobil | == - In
SVNSM-

27.02.2012 | 12:02:08 | 0:02:44 0 Si.mobil | Out
SVNSM-

27.02.2012] 12:06:54 | 0:00:20 0 Si.mobil | s Out
SVNSM-

27.02.2012 | 12:36:34| 0:00:42 0 Si.mobil | S Out
SVNSM- [ s

27.02.2012 | 12:46:55 1E 0 Si.mobil | ww sl Out
SVNSM- [#5

27.02.2012 | 12:49:48 = 0 Si.mobil | M I




Practical use :-)

GSM module for unlocking the door

GSM module to open garage or front door

We offer a useful device with a simple phone call opens or closes the automated garage or front door.

GSM module is a device which allows an authorized user to open or close the door. Device recognizes up to five
specific phone numbers from which they can call on a GSM module which opens or closes the door.

Iku d.o.o. offers you:

o delivery of a package with instructions for use,
o mounting points agreed upon {please call us and we will send you the offer).

Using the GSM module to open the door:

on automated garage, front door or other GSM module is installed, in which the records are up to five phone
{mobile) numbers, which is possible with a auick chone call. in order to door opened or close the door. This method
accounts for the use of remote controls or

mobile phone is already







GSM traffic security



GSM security - the beginning of the story
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~fosmocom-bb-ide : .
nt
Ss ? for help nylm.mua.,,,_;,,‘lti_»ﬁ'

18 DEFUN sAn_spoot
y/scc/host - {31 SRR L ane

| app_moblle.c, o LB L LT -
gsM11_sns.c

m
«+ (up a @ir)

John Nevil Maskelyne

Kiberpipa
(1839 — 1917)

(2012)



Search ” ” |
Logs:
Redirected from page " ASCrackingProfect”
Clear message
Trareatable Page Mfs  Affachments FindPage RecentChanges
cracking a¥

The AS Cracking Project

NEWS: Someone vandalised the Wiki. I['ve thus removed write permissions for everyone. From now on if you want to add information you have to
send them to me (steve at segfault.net) instead of editing this page directly.

NEWS: We have created a PRIVATE AS mailinglist. If you feel you have something to contribute to tl
The reason for this has been explained on the public mailinglist a5 [at] lists.segfault.net.

Powered by EFF
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Some GSM basics



Base Mobile  Gateway-Mobils

Switching Switching
Centre Centre

Transceiving
Station

Base
Station
Controller

Um

signalling Pomt

Mobaile

Adaptor Unit
GASM-specific: Um

and Abis

sa#7-hased: A,B,C,F,
MSC=ISNDN-switch

(FE.) Dr.-Ing Joachim Goller

SIM card and mobile equipent, IMSI, TMSI, A5/x, “broadcast channels”
and data channels...

Scheme of the GSM network, source: www.gsmfordummies.com.



OsmocomBB



Mobile phone with Calypso chipset...

Hardware part can consist of other devices too, see RTL-SDR project!



...and OsmocomBB firmware

@ RS232

/dev/ttyUSB*

@ unix socket
stdout
unix socket
osmoload file read



Loading romloader

MO matej@cryptopia: ~fosmocomfosmocom-bb-raw/src/host/osmocon
Die ID code: 7e540b2fc90393bb

REG_DPLL=0x2413
CNTL_ARM_CLK=0xf@a1l
CNTL_CLK=8xff91
CNTL_RST=0xfff3
CNTL_ARM_DIV=0xfff9

Power up simcard:

THIS FIRMWARE WAS COMPILED WITHOUT TX SUPPORT!!!
Assert DSP into Reset

Releasing DSP from Reset
Installing DSP sniff patch
Setting some dsp_api.ndb values
Setting API NDB parameters

DSP Download Status: 0x0001

DSP API Version: 0x0000 0x0000
Finishing download phase

DSP Download Status: Ox0002

DSP API Version: 0x3606 0x0000
LOST 3901!

LOST 3750!




Base station scan...

to connect to °/tmp/osmocom sap’.
during sap open(), no SIM reader
cell_log.c:883 Scanner initialized
initialized, please start phone now!
cell_leg.c:367 Measure from 0 to 124

c<000e> cell log.c:367 Measure from 512 to 885
cell_leg.c:367 Measure from 955 to 1623
cell_leg.c:358 Measurement done
cell_log.c:340 Sync ARFCN 79 (rxlev -57, 197 syncs left)
cell_log.c:340 Sync ARFCN 19 (rxlev -64, 196 syncs left)
cell_log.c:340 Sync ARFCN 17 (rxlev -65, 195 syncs left)
cell_log.c:340 Sync ARFCN 113 (rxlev -65, 194 syncs left)
cell_leog.c:340 Sync ARFCN 8@ (rxlev -74, 193 syncs left)
cell_leg.c:340 Sync ARFCN 18 (rxlev -81, 192 syncs left)
cell_log.c:198 Cell: ARFCN=18 MCC=293 MNC=40 (Slovenia, Si.mobil)
cell log.c:348 Sync ARFCN 28 (rxlev -81, 191 syncs left)
cell log.c:348 Sync ARFCN ag? {rxlev -81, 190 syncs left)
cell_log.c:340 Sync ARFCN &' (rxlev -83, 189 syncs left)
cell_leg.c:340 Sync ARFCN 114 (rxlev -84, 188 syncs left)
cell_log.c:340 Sync ARFCN 16 (rxlev -85, 187 syncs left)
cell_log.c:190 Cell: ARFCN=16 MCC=293 MNC=4@ (S5lovenia, S5i.mobil)
cell_log.c:3408 Sync ARFCN 81 (rxlev -85, 186 syncs left)
cell_log.c:340 Sync ARFCN 111 (rxlev -85, 185 syncs left)
cell leg. Sync ARFCN 112 (rxlev -86, 184 syncs left)
cell_log.c:190 Cell: ARFCN=112 MCC=293 MNC=41 (Slovenia, iPKO)
cell_leog.c:340 Sync ARFCN 8 (rxlev -88, 183 syncs left)
cell_tog.c:340 Sync ARFCN 85 (rxlev -89, 182 syncs left)
cell log.c:340 Sync ARFCN 987 (rxlev -89, 181 syncs left)
cell log.c:340 Sync ARFCN 14 (rxlev -98, 180 syncs left)
cell_log.c:340 Sync ARFCN 29 (rxlev -98, 179 syncs left)
cell_leog.c:340 Sync ARFCN 110 (rxlev -92, 178 syncs left)
cell_leog.c:340 Sync ARFCN 1614 (rxlev -893, 177 syncs left)
cell_log.c:3408 Sync ARFCN 45 (rxlev -94, 176 syncs left)
cell_log.c:348 Sync ARFCN 66 (rxlev -94, 175 syncs left)
cell_log.c:340 Sync ARFCN 116 (rxlev -94, 174 syncs left)
cell log.c:340 Sync ARFCN 77 (rxlev -95, 173 syncs left)
cell_leg.c:340 Sync ARFCN 979 (rxlev -95, 172 syncs left)
cell_leg.c:340 Sync ARFCN 118 (rxlev -96, 171 syncs left)
cell_log.c:340 Sync ARFCN 119 (rxlev -96, 178 syncs left)
cell_log.c:340 Sync ARFCN 983 (rxlev -96, 169 syncs left)
cell_log.c:348 Sync ARFCN 986 (rxlev -96, 168 syncs left)

<
c
c
C
=
c
L=
<
C
C
C
C
<
C
c:
L4
[+
c
C
<
<
C
=
c
L=
c
c
[+
C
<
<
<
c

™¥ Terminalo Terminal1 Terminal2 Terminal3 Terminal 4

ARFCN scan with cell _log application.



GSM traffic analysis...

File Edit View Go Capture Analyze Skatistics Telephony Tools Internals Help

Qi & Q& 3T &£ EBE o0l d@EEX @

Filter: v | Expression... AN
No. Time Source Destination Protocol Length Info I |

e — — S e s e e e

2730 16:31:00.285005 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Immediate Assignment

2731 16:31:09.312958 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Paging Regquest Type 1

2732 16:31:00.405488 127.0.0.1 127.0.0.1 LAPDm 81 U, func=uI

2733 16:31:00.493026 127.0.0.1 127.0.0.1 LAPDm 81 U, func=uI

2734 16:31:00.728229 127.0.0.1 127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (MM) Location Updating Reguest

2735 16:31:00.875997 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5

2736 16:31:09.963756 127.0.0.1 127.0.0.1 LAPDm 81 I, N(R)=1, N(S)=0(DTAP) (MM) Location Updating Reject

LR Eee clo ek LT LT AP L matej@cryptopia: ~fosmocom fosmocom-bb-raw/src/host/layer23/src/misc

2738 16:31:10.434633 127.0.0.1 127.0.0.1 LAPDm

2739 16:31:10.670132 127.0.0.1 127.0.0.1 LAPDm | Matej@cryptopia: ~/osmocom/o... ¥  matej@cryptopia: ~/osmocom/o... ¥ | matej@crypk:

B Link Access Procedure, Channel Dm (LAPDm)
¥ GSM A-I/F DTAP - Location Updating Request
P Protocol Discriminator: Mobility Management messages
00.. .... = Sequence number: O <0001> app_ccch_scan.c:709 Burst data
..00 1000 = DTAP Mobility Management Message Type: Location Updating Reguest ((
» Ciphering Key Sequence Number
P Location Updating Type - Normal
> Location Area Identification (LAI) app_ccch_scan.c:721 Error decoding data, data encripted?
P Mobile Station Classmark 1
P Mobile Identity - IMSI (2934 )

0000
0010
0020 <0001> app_ccch_scan.c:721 Error decoding data, data encripted?
0030
0040
0050

© Frame (frame), 81 bytes Packets: 2964 Displayed: 2964 Marked

app_ccch_scan.c:721 Error decoding data, data encripted?

Stran 30 / 40 Privzeto slovenski VSTA | ST#

GSM traffic analysis. Traffic is captured with ccch_scan application and shown in Wireshark.



Security analysis of slovenian GSM networks

Authors: Jaka Hudoklin, Matej Kovaci¢, PrimoZ Bratanic¢

[some vulnerabilities described are already fixed]



Use of encryption - Mobitel

mobitel_dokaz.pcap [Wireshark 1.6.7 ]

- =C 2 o | | =
Bl@aed aEXCE Q¢ 3T 4 BB sl & -
Filter: [lapdm v | Expression... Clear Apply
Destination Protocol Length Info
427.0.0.1 LAPDmM 81 U, func=UI
127.0.0.1 LAPDm 81 U, func=UI{DTAP) (RR) System Information Type 5
127.0.0.1 LAPDm 81 U F, func=UA{DTAP) (RR) Paging Response
127.0.0.1 LAPDm 81 I, N(R)=1, N(S)=0(DTAP) (RR) Ciphering Mode Command
127.0.0.1 LAPDm 81 U, func=UL{DTAP) (RR) System Information Type 5
127.0.0.1 LAPDm 81 U F, func=UA({DTAP) (MM) CM Serwvice Request
127.0.0.1 LAPDm 81 I, N(R)=1, N(S)=0(DTAP) (RR) Ciphering Mode Command
127.0.0.1 LAPDm 81 U, func=uIl
127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
127.0.0.1 LAPDm 81 U F, func=UA{DTAP) (RR) Paging Response
127.0.0.1 | LAPDm | 81 = = i i and

B Protocol Discriminator: Radio Resources Management messages

DTAP Radio Resources Management Message Type: Ciphering Mode Command (0x35)
.1 = 5C: Start ciphering (1)
. 000. = Algorithm identifier: Cipher with algorithm A5/1 (0)

..0 .... = CR: IMEISV shall not be included (0)

0010 DD AZ 7T 91 AN NN AN 11 o 3R 7F NN N N1 7F NN i i o

loozo o0
0030 24
0040 2b
0050 2b +

@ Algorithm identifier (gsm_a.algorithm_identifier), 1... - Packets: 671 Displayed: 11 Marked: 0 Load time: 0:00.018 Profile: ...

Mobitel was using A5/1 encryption.



Use of encryption - Mobitel

lo (loopback) [Wireshark 1.7.2 (SVN Rev 42711 from ftrunk)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

PEX8S Aes»wTFTELEB AQARA EPE L B

w | Expression... Clear Apply Save

B E:l ®m & 1y ) 1926 L offlinehacker %

No. ‘Time | Source ‘ Destination ‘ Protocol ‘ Length | Info =
3825 68.987088000 127.0.0.1 127.8.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3826 69.013994000 127.0.0.1 127.08.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3827 69.033247000 127.0.0.1 127.08.0.1 GSMTAP 81 (CCCH) (RR) Immediate Assignment
3828 69.107356000 127.0.0.1 127.08.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
3846 69.176329000 127.0.0.1 127.98.0.1 LAPDm 81 U, func=UI
3847 69.1953390080 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI
3851 69.264335000 127.0.0.1 127.0.0.1 LAPDm 81 U P, func=SABM(DTAP) (RR) Paging Response
3861 69.430295080 127.0.0.1 127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (RR) Paging Response
3882 69.5781846000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5 =
3890 69.647263000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
3891 /9.AR52570AA 127.0.0.1 127.8.0.1 L APDm 81 T. N(RI=1. N(5)=0 (Fraament) =
v 2
— T TOPTTITI Ty TP T TP T COPOT I T I Ty U I TT T IO SO Tt T T e T T T T T PO T T o PO T =
.0.. = VBS notification reception: no VBS capability or no notifications wanted B
..B. = VGCS notification reception: no VGCS capability or no notifications wanted
.... ...1 = FC Frequency Capability: The MS does support the E-GSM or R-GSM
1... .... = (M3: The MS supports options that are indicated in classmark 3 IE
.B.. .... = Spare: ©
..1. .... = LCS VA capability (LCS value added location request notification capability): LCS value added location request notification capability supporte
..1 .... = UCS2 treatment: the ME has no preference between the use of the default alphabet and the use of UCS2
. 0... = SoLSA: The ME does not support SolLSA
.8.. = CMSP: (M Service Prompt: Network initiated MO CM connection request not supported
..1. = A5/3 algorithm supported: encryption algorithm A5/3 available
..0 = A5/2 algorithm supported: encryption algorithm A5/2 not available B
‘l ,,,,,,, | ﬂ
0030 3c d4 @0 1f f5 96 08 @@ 00 00 01 @O 45 @6 16 03 <....... N - L=
0e40 53 19 20 09 60 14 28 04 ed 01 Ba 10 08 2b 2b S.I B +
0858 2b +

If mobile phone said it is supporting A5/3...



Use of encryption - Mobitel

lo {loopback) [Wireshark 1.7.2 (SVN Rev 42711 from ftrunk)] A BE8sl B & ty «) 19:28 2 offlinehacker %

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

EL N EEX@L A ¢ TF L EE QAR d¥mE% 8

T
. Filter: |gsmtap ¥ | Expression... Clear Apply Save
'.-".—‘ i no. Time Source Destination Protocol Length | Info =
. 3891 69.665252000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=1, N(S)=8 (Fragment)
5 3895 69.735205000 127.0.0.1 127.0.8.1 LAPDm 81 I, N(R)=1, N(5)=1(DTAP) (RR) GPRS Suspension Request
3896 69.901307000 127.8.0.1 127.8.8.1 LAPDm 81 I, N(R)=2, N(5)=1(DTAP) (MM) Authentication Request
3905 69.970288000 127.8.0.1 127.8.8.1 LAPDm 81 5, func=RR, N(R)=2
;E 3907 70.048271600 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=0, N(S)=8
39160 70.118248000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
E 3911 70.136272000 127.8.0.1 127.8.8.1 LAPDm 81 U, func=UI
3914 70.205219800 127.8.0.1 127.8.8.1 LAPDm 81 I, N(R)=2, N(S)=2(DTAP) (MM) Authentication Response
o
4076 74.114093000 127.0.08.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
4077 74.1470440080 127.0.08.1 127.0.8.1 GSMTAP 81 (CCCH) (RR) System Information Type 1

Frame 3934: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface ©
Ethernet II, Src: 60:00:00 00:00:00 (0:00:00:00:00:00), Dst: 00:00:00 ©0:00:00 (00:00:00:80:00:00)
Internet Protocol Version 4, Src: 127.0.6.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
User Datagram Protocol, Src Port: 45090 (45098), Dst Port: gsmtap (4729)
G5M TAP Header, ARFCN: 101 (Downlink), TS: 1, Channel: SDCCH/8 (@)
Link Access Procedure, Channel Dm (LAPDm)
GSM A-I/F DTAP - Ciphering Mode Command
b Protocol Discriminator: Radio Resources Management messages
ey DTAP Radio Resources Management Message Type: Ciphering Mode Command (8x35)
= Cipher Mode Setting

..1 = SC: Start ciphering (1)

= Algorithm identifier: Cipher with algorithm A5/1 (@)

Ny &l e

i3 &

-

= = Faimbhar Mada Dacnoaneca

— e ren

bo30 2f ff 00 1f 6 53 08 00 00 OF 03 64 0d 06 35 /eoSe. ...d..50
(0040 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b  +HHEHEE HeHEHER
0050 2 +

[»] [«

...network replied that only A5/1 is available.



Use of encryption - Simobil

simobil_dokaz.pcap [Wireshark 1.6.7 ]

.

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Bliaded aEXcE Q¢ 3 T4 BB s EEX @

Filter: v | Expression... Clear
Destination Protocol Length Info
0.1 127.0.0.1 LAPDM 81 U, func=UI(DTAP) (RR) System Information Type 5
0.1 127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (RR) Paging Response
8.3.1 192.168.3.1 DB-LSP-D| 206 Dropbox LAN sync Discovery Protocol
0.1 127.0.0.1 LAPDm 81 I, N(R)=1, N(5)=0(DTAP) (MM) Authentication Reguest
0.1 127.0.0.1 LAPDm 81 U, func=UI{DTAP) (RR) System Information Type 5ter
0.1 127.0.0.1 LAPDm 81 U, func=UI
0.1 127.0.0.1 LAPDm 81 5, func=RR, N(R)=2
0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type &
0.1 127.0.0.1 LAPDm 81 I, N(R)=2, N(S)=1(DTAP) (RR) Ciphering Mode Command
0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
0.1 127:0.0.3 GSMTAP 81 (CCCHY (RRY Tmmediate Assisnment

® Protocol Discriminator: Radio Resources Management messages

DTAP Radio Resources Management Message Type: Ciphering Mode Command (0x35)
.1 = 5C: Start ciphering (1)
Algorithm identifier: Cipher with algorithm A5/3 (2)

.1 .... = CR: IMEISY shall be included (1)
0010 MAf AT AC =F An nn AN 14 He Fm FF oo onn n1 7F on -~ o o
0020
0030
0040
0050
O Algorithm identifier (gsm_a.algorithm_identifier), 1... = Packets: 2784 Displayed: 2784 Marked: 0 Load time: 0:00.039 Profile: ...

Simobil was using A5/3 also, however...



Use of encryption - Simobil

Capturing from lo (loopback) [Wireshark 1.7.2 (SVN Rev 42553 from ftrunk)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ @ & Q¢ IFT 4 BB szl #@EEX O

Filcer: |gsmtap | - | Expression... Clear Apply Shrani
No. Time Source Destination Protocol Length Info
3773 22:26:20.514226000 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Immediate Assignment
3774 22:26:20.541699000 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3775 22:26:20.578433000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI
3778 22:26:20.647704000 127.0.0.1 127.0.0.1 LAPDm 81 U P, func=SABM(DTAP) (MM) CM Service Request
3779 22:26:20.813785000 127.0.0.1 127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (MM) CM Serwvice Reguest
3782 22:26:20.884139000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=ul
3783 22:26:20.887652000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UL(DTAP) (RR) System Information Type 5
3786 22:26:20.956903000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UIL(DTAP) (RR) Measurement Report
3787 22:26:21.049291000 127.0.0.1 127.0.0.1 LAPDm 81 I, N(R)=0, N(5)=0(DTAP) (RR) Ciphering Mode Command
3790 22:26:21.118537000 127.0.0.1 127.0.0.1 LAPDm 81 5, func=RR, N(R)=1
2791 22-26-21 284824000 127 0.0 1 127 0.0 1 LAPDm 21 11 func=UT
# Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
» User Datagram Protocol, Src Port: 58444 (58444), Dst Port: gsmtap (4729)
» GSM TAP Header, ARFCN: 32 (Downlink), TS: 0, Channel: SDCCH/& (5)
# Link Access Procedure, Channel Dm {LAPDm)
¥ GSM A-I/F DTAP - Ciphering Mode Command

P Protocol Discriminator: Radlo Resources Management messages
DTAP Radio Resources Management Message Type: Ciphering Mode Command (0x33)
¥ Cipher Mode Setting

SC: No ciphering (0)

¥ Cipher Mode Response

.1 ... = CR: IMEISV shall be included (1)
0010 00 43 4f b1 40 00 40 11 ec f&6 7f 00 00 01 7f OO Co.@e.@. ........
0020 00 01 ed4 4c 12 79 00 2f fe 42 02 04 01 00 00 20 eo:Lo¥od Bo....
0030 21 ff 00 19 7f 4b 08 00 05 00 03 00 Od 06 35 ﬂd T....Ko. o.o... SI
0040 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b B R
0050 2b +

...it was possible to switch the encryption completely off (use of A5/0).



Use of encryption - Tusmobil

File Edit View Go

o @ X @ Q¢ VT4 BB el GEHX

Filter: = | Expression... Clear Apply
No. Time Source Destination Protocol Length Info
3924 11133125.229030 124.9.9.1 127991 LAFUIM Bl U, Iunc=uL
3925 11:33:28.494726 127.98.0.1 127.8.0.1 LAPDm 81 U F, func=UA(DTAP) (MM) CM Service Reguest
3926 11:33:28.642709 127.98.0.1 127.8.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 6
3927 11:33:28.729845 127.8.6.1 127.8.6.1 LAPDm 81 I, N(R)=1, N(5)=0(DTAP) (RR) Ciphering Mode Command
3928 11:33:32.597576 127.98.0.1 127.8.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3929 11:33:32.625600 127.98.0.1 127.8.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3930 11:33:32.643732 127.8.0.1 127.8.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3931 11:33:32.671623 127.8.0.1 127.8.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3932 11:33:32.689638 127.8.0.1 127.8.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3933 11:33:32.722675 127.8.0.1 127.8.0.1 GSMTAP 81 (CCCH) (RR) System Information Type 3
3934 11:33:32.740630 127.8.0.1 127.8.0.1 GSMTAP 81 (CCCH) (ss)
3935 11:33:32.768554 127.8.0.1 127.8.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3936 11:33:32.786624 127.6.6.1 127.6.6.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1

Signal/Nolse Ratio (dB): 44
Signal Level (dBm): 255
GSM Frame Mumber: 1189410
Channel Type: SDCCH/8 (8)
Antenna Mumber: ©
Sub-Slot: 1
» Link Access Procedure, Channel Dm (LAPDm)
¥ GSM A-I/F DTAP - Ciphering Mode Command
» Protocol Discriminator: Radio Resources Management messages
DTAP Radio Resources Management Message Type: Ciphering Mode Command (©x35)
..1 = SC: Start ciphering (1)
Algorithm identifier: Cipher with algorithm Aﬁgg (@)

..0 .... = CR: IMEISV shall not be included (@)
e v ==
0048
00850
@ Algorithm identifier (gsm_a.algori... - Packets: 7219 Displayed: 7219 Marked: 0 Profile: Default

Tusmobil was using encryption algorithm A5/1.



Cryptanalysis if session key Kc

(without possession of mobile phone and/or SIM card)

[on this specific attack are vulnerable only networks with A5/1 and without random padding]

[slightly modified attack can be successfully used against networks with random padding]



Creating of session key Kc

Encryption key Ki is stored on a SIM card and in HLR
registry. Session key Kc derives from Ki, and is used to
encryption of SMS and voice conversation.

()

1 GSM ) RAND '
. network - 128-bit , %

| U BE N\
HLR: Ki + RAND @ A3 = SRES SIM card: Ki + RAND @ A3 = SRES
()

5 - SRES ﬁ '

i 32-bit

Network verifies SRES from_mobile
phone.



Creating of session key Kc

3. On both sides Kc is created (with use of A8
algorithm):
Ki + RAND @ A8 = Kc

(D))

: encrypted data

If SRES is the same on both sides,
network and mobile phone have both the
same Kc. That means session key is
“exchanged” without being transfered
through the network. Encryption is now
being done with Kc + A5/x. “"Over the
air” are transferred only encrypted data.



f(kc)

Cryptanalysis of A5/1

a theory

CONTENT OF DATA BURST IN GSM

72

FE

BC

10

74

70

C4

\/

“"ONE-TIME” KEY FOR ENCRYPTION OD DATA STREAM

o

D1

ES

02

BF

B7

AO

86

37

E3

E3

ES

02

i ENCRYPTED MESSAGE (XOR)

A3

16

AF

C3

DO

42

90

1C

C8

C8

C3

==

Kraken

z

Py



Locating of user in mobile network

We start sending silent SMS'es to a mobile number. During
this we observe which TMSI number is receiving
(encrypted) data.

([fH0)) i
- TMSI
n Mobile phone user does
“&_/ not detect reception of
- silent SMS.
silent
SMS




Capture and cryptanalysis of A5/1

()

a practice

5_ _<encwpted data '
I L\
| N ' N

A3|l16 |IBE||AF]lc3|IDOl42]l90 ]|l 1c|lc8]||c8ICc3 || 29

CONTENT OF DATA BURST IN GSM

72

FE

BC

10

74

70

C4

« From the “air” we passively capture encrypted data packets.

 With the help of guessing the contents of the GSM burst (guessing the
padding bits) we calculate “one-time” encryption key.

« We use cryptanalysis to reconstruct session key Kc.

 In the process we need no access to the SIM card, mobile phone or

mobile network!

="

Kraken



Non-random padding

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
@ & | EE Qe bl 8
Filter: Igsmtap ¥ | Expression... Clear Apply Save GSM RR & MM GSMTAP grprs_attach
No. |Time | Source | Destination | Protocol | Lengthl Info
7655 108.22745000€127.6.0.1 127.8.6.1 LAPDm 81 S F, func=REJ, N(R)=3
7656 108.37546400€127.0.0.1 127.8.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 6
7657 108.46359600€127.0.0.1 127.8.0.1 LAPDm 81U F, func=UA
7658 108.46362500€127.0.0.1 127.0.0.1 LAPDm 81 I, N(R)=0, N(S)=0 (Fragment)
7659 108.609848500€127.0.0.1 127.8.0.1 LAPDm 81U F, func=UA
7660 108.80503600€127.0.0.1 127.8.6.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
7661 108.84758900€127.0.0.1 127.8.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
7662 108.93351100€127.0.0.1 127.8.0.1 LAPDm 81 U, func=UI
7699 109.16957500€127.0.0.1 127.0.0.1 LAPDm 81 s, func=RR, N(R)=1
7760 109.169660300€127.0.0.1 127.8.0.1 GSM 5MS 81 I, N(R)=8, N(S)=1(DTAP) (SMS) CP-DATA (RP) RP-DAT
7715 109.31867000€127.0.0.1 127.8.6.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
' 7727 109.404A35ARE127.0.0.1 127.0.08.1 LAPDm 81 T. NIR)=2. N(S)=A(DTAP) (SMS) CP-ACK I
a4
..00 0000 0101 GOE® = ARFCN: BO
B.. ... .... .... = Uplink: @
Signal/Noise Ratio (dB): 186
Signal Level (dBm): ©
GSM Frame Number: 1527893
Channel Type: SDCCH/8 (8)
Antenna Number: @
Sub-Slot: @
- Link Access Procedure, Channel Dm (LAPDm)
b Address Field: @xed
b Control field: U F, func=UA (ex73)
b Length Field: 0x01
T UU UL D0 OO0 IZ 79 UU ZI 1€ §Z UZ u¥ Ul Ul U9 3¢  ..... Y./ -B..... | EE—
ba @0 00 17 4d 35 08 00 00 o0 CGEEENER 2b 2b 2b  ....M5.. . .+
}32 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b Zb 2b 2b 2b 2b  +H++HHEE R
+

@ | Link Access Procedure, Chann... i Packets: 60598 Displayed: 13503 Marked: 0 i Profile: Default



Random padding

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

EX LYy K= Qa6 F W E% B

Filter: ‘gsmtap w | Expression... Clear Apply Save GSM RR & MM GSMTAP grprs_attach
No. Time Source ‘ Destination ‘ Protocol | Length‘ Info
: BeE127.0.0.1 127.9.9.1 LAPDm 81 U, Tunc=UI
7628 107.43434000€127.0.0.1 127.8.0. LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
7629 107.52136400€127.0.0.1 127.0.0.1 LAPDm 81 I, N(R)=2, N(S)=2(DTAP) (MM) Identity Request
7630 107.52139400€127.0.0.1 127.0.0.1 LAPDm 81 S, func=RR, N(R)=3
7631 107.52141600€127.0.0.1 127.0.0.1 LAPDm 81 I, N(R)=3, N(S)=2(DTAP) (MM) Identity Response
7648 107.75738400€127.0.0.1 127.0.0.1 LAPDm 81 S F, func=REJ, N(R)=3
7650 107.80485700€127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
7651 107.90560800€127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
7652 107.99234800€127.0.0.1 127.0.0.1 LAPDm 811 P, N(R)=2, N(S)=2(DTAP) (MM} Identity Reguest
7653 108.05071700€127.0.0.1 127.0.0.1 LAPDm 81 U P, func=SABM
7654 108.22742200€127.0.0.1 127.0.0.1 LAPDm 811 P, N(R)=3, N(5)=2(DTAP) (MM) Identity Request

< |
[Coloring Rule String: udp]
Ethernet II, Src: ©8:00:00 B0:00:00 (00:00:00:00:00:00), Dst: 00:00:00 00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 127.0.8.1 (127.0.8.1), Dst: 127.0.8.1 (127.0.0.1)
User Datagram Protocol, Src Port: 48605 (48605), Dst Port: gsmtap (4729)
GSM TAP Header, ARFCN: 104 (Downlink), TS: 1, Channel: SDCCH/8 (@)
Link Access Procedure, Channel Dm (LAPDm)
G AL/FOTAP - ldentityRequest ]
b Protocol Discriminator: Mobility Management messages
00.. .... = Seguence number: @
..01 10860 = DTAP Mobility Management Message Type: Identity Request (©x18)
0008 .... = Spare bit(s): @
b Identity Type
(74 UEer Wl OO0 OO0 I 73 W L1 e 3L UL W7 Ul Ul vg 08 ..... Y. G..... n
0030 | bd 00 80 17 4c 9c 08 00 00 00 03 54 od [FFENEE ....L... . . |

0040 th da c9 32 8d 59 71 d1 8e ce 4e 6e 35 dd 65 25 ...2.¥q. ..Nn5.e%
@BSGII d ]

v v v v v

@| GSM A-I/F DTAP (gsm_a_dtap),... i Packets: 36968 Displayed: 8864 Marked: 0 { Profile: Default



Cracking A5/1 session key Kc in a practice

Using prediction 6 { "method": "offset”, "args": { "offset": 5, "prediction": "03626d65180632b2b2b2b2b2b}
: 3}, "seek mode": "normal"}
Using file crack/bursts_20120431_1431_112_345289_49.dat
Start of cipher is at frame 345394
/home fosmocom/osmocom-bb/src/host/layer23/src/misc/prediction _methods/offset.py:11: FutureWarning: The {
uture versions. Use specific 'len(elem)' or 'elem is not None' test instead.
if not cframe:
.Jgsmcrack.py:608: FutureWarning: The behavior of this method will change in future versions. Use specif
st instead.
if (not prediction_data) or (not frame):
Cracking ul: @ frame 345481 with prediction, ©3620des518e32bzbzbzbzb2b2b2b2b2b2bzbzb2b2b2b2b
Using burst 1
Running kraken for keystream 000000101010611101600111001600010160001100010100111111111161601001116010000
ACUsing ‘burst @
Running kraken for keystream 110000011011000011100100001011010111016010110100110011601101000016011011111
Crack id is: B
New result for crack: © 0bb45a7380f7fd3e ©
Mew result for crack: ® b@5daad4be9feB80f7 17
ACKraken was sucesfull
Trying to find Kc for burst 1
Trying to find kc for key Obb45a7380f7fd3e, offset 0, framecountl 532624, framecount2 532¢
11061060101660601100010160601111111111610661601110010000111101110110116110011160011060600100001111
Kc was found
Key crack/bursts 20120431 1431 112 345289 49.dat for capture found with
rule & in ® rounds 3
('crack/bursts_20120431_1431_112_345289_49.dat', 'cd170¢ ', 8, 0)
: S (git::sniffer)

Cracking (cryptanalysis) with Kraken and predictions we are using in our gsmcrack.py...




Cracking A5/1 session key Kc in a practice

Capturing from lo (loopback) [Wireshark 1.7.2 (SVN Rev 42711 from Jtrunk)] ERAsl B 2 = ) 17:06 2 offlinehacker 1%
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

| @ & el as»*FLEBQAQAFAEEEL &

Filter: |gsmtap j Expression... Clear Apply Save
g I NO. |Time | Source | Destination | Protocol | Length | Info B
4 10U 3. 333 rouund A7 .9.9.1 1. U.u.1 TAFDIT 8L I, NIRJ=U, N{o]=Z (FrTragmemmcy
e 161 3.500173000 127.0.0.1 127.8.98.1 LAPDm 81 s, func=RR, N(R)=3
% 162 3.505972800 127.0.8.1 127.8.0.1 LAPDm 81 I, N(R)=B, N(S)=3 (Fragment) J
163 3.512074000 127.0.0.1 127.0.0.1 LAPDm 81 S, func=RR, N(R)=4
‘ 164 3.517848000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 6
E 165 3.523744000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
166 3.529827000 127.0.0.1 127.0.0.1 LAPDmM 81 I, N(R)=0, N(S)=4 (Fragment)
E 167 3.535750000 127.0.0.1 127.08.0.1 LAPDmM 81 S, func=RR, N(R)=5
% 169 3.548209000 127.0.0.1 127.8.98.1 LAPDm 81 s, func=RR, N(R)=6
170 3.553861000 127.0.0.1 127.8.98.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
171 3.559612000 127.0.0.1 127.8.98.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report =l
. ) B
ToTToTT TTroTTUSTTUo s TOT T TCCIvETT Zl
B... ... = TP-RP: TP Reply Path parameter is not set in this SMS SUBMIT/DELIVER
a .a.. = TP-UDHI: The TP UD field contains only the short message
~— L1 = TP-SRI: A status report shall be returned to the SME

ﬁ‘~
- -
o

.... .1.. = TP-MMS: No more messages are waiting for the MS in this SC
...... 00 = TP-MTI: SMS-DELIVER (0)
b TP-Originating-Address - (1919) h
b TP-PID: ©
B TP-DC5: ©
b TP-Service-Centre-Time-Stamp

JRellsorhiaiac cngihin A1) dopend ot Datae lodi ngaSChan
< TP-User-Data

SMS text: Najdi.si SMS (od 846 ): test\n(Mobitelova mobilna stran http://m.mobitel.si )

L

0010 ©4 81 91 91 00 60 21 60 10 71 30 91 80 51 [{=B ...... 1" .go..q
0020 ECEEEE - - - - "R

Al | [4]

Frame (81 bytes) Reassembled LAPDm (101 bytes) |
O] The text of the SMS (gsm_sms... {| Packets: 2892 Displayed: 256 Marked: 0 | Profile: Default

ol BN

... and decrypted SMS message (received through 2G network).

Application gsmcrack.py automatically identifies the TMSI number from the phone number

(by sending silent SMS's). When we have TMSI of the “target”, our application is able to automatically
follow the phone to an assigned dedicated channel and record encrypted message.






Mobile identity



Mobile identity spoofing in GSM network

(without possession of mobile phone and/or SIM card)

[vulrenability were fixed in most of slovenian GSM networks, procedure described is not
working anymore]



Application mobile

matej@cryptopia: ~fosmocomfosmocom-bb/src/host/layer23/src/mobile

<PP05> subscriber.c:655 PIN is required, 3 tries left

Application mobile is used fro calling and sending and receiving SMS messages
on a OsmocomBB mobile phones.




Application mobile

S & matej@cryptopia: ~

OsmocomBB> enable

OsmocomBB# sim pin 1 -

OsmocomBB#

% (MS 1)

% Trying to registering with network...

% (MS 1)
% On Network, normal service: Slovenia, Si.mobil

OsmocomBB#
OsmocomBB# sms

sms Send an SMS
OsmocomBB# sms

MS _NAME Name of MS (see "show ms")
OsmocomBB# sms 1

NUMBER Phone number to send SMS (Use digits '0123456789*#abc', and '+' to

dial international)

osmocomBB# sms 1 041

LINE SMS text
osmocomBB# sms 1 041 test
OsmocomBB#
% (MS 1)
% SMS to 041G successfull

Sending of SMS message from application mobile.




Application mobile

Terminal . $ o 63,0°C B8 e 2 Matej Kovaéié %

{'ﬂ J ) Airprobe How-To... #s [A51] FindingKc ... 4% SIMReader — Osm... 3% B
| P

& | B 0sMOCom.org
cd src/host/osmocon/ L1CTL_RESET_REQ: FULL!SIM Request (7):
./osmocon -p /dev/ttyUSBO -m c123xor ../../target/firmware/boardERl BTN N Rl
SIM Request (5):
Mow start mobile application: SIM Response (28)

cd src/host/layer23/src/mobile SIM Request (7):
./mobile -i 127.0.0.1 SIM Response (2):
SIM Request (5):
this will also start gsmtap which you can use to inspect traffic using Wireshark [ Response (17)
SIM Request (5): ¢

pr———

matej@cryptopia: ~
h matej@cryptopia: ~ ®  matej@cryptopia: ~

matej@cryptopia:~$ telnet localhost 4247
y fTrying 127.0.0.1...
connected to localhost.
Escape character is '~]'.
Welcome to the OsmocomBB control interface
| OsmocomBB> Connection closed by foreign host.
matej@cryptopia:~$ telnet localhost 4247
Trying 127.0.0.1...
‘ |[Connected to localhost.
Escape character is '~]'.
Welcome to the OsmocomBB control interface
OsmocomBB> enab
OsmocomBB> enable

=0005> subscriber.c:655 PIN is required, 3 tries left

Use of application mobile. In the background Osmocom ROM loader, aplication mobile
and (in front) console of application mobile.



Mobile identity in mobile
network

Users in the mobile network does not identify themselves
by the phone number, but with the IMSI and TMSI
number. Important parameters are also the encryption
key Kc and the Key sequence number.

()

IMSI, TMSI, Kc, Key
) sequence number




Mobile identity spoofing

If Kc does not change by every transaction, mobile
identity can be easily spoofed. First, we have to identify
IMSI number of our target...

Al ITA ales@routomessaging. co +44 (0) 870 231 7777
" " Messaging ‘Top user name: GHENEED | @ Logo
Home Administration Send SMS Send MMS HLR Tools SMS Inbox Connectivity My Accounts Help
HLR Tools
x | = HLR Lookup
':,-E‘"!:':'-f*_—.-' - = '%_ ! Enter the mobile number in international format but without 00 or + at the beginning of
& the number. For example 0044786612345 would be entered as 44786612345

HLR IOOkup is done HLR HTTP Interface :z;":e‘:"'s';g dddddd
through web service -
we get IMSI number. .

MSC MCC: 219



2

Detection of TMSI number

TMSI number is discovered by sending silent SMS
messages. Meanwhile we intercept some GSM bursts (for
cryptanalysis) and key sequence number.

QUiLIRD

)

silent
SMS

> 'Mobile phone user does
\;// not detect reception of
/ silent SMS.

Osmocom




Reconstruction of Kc

Session encryption key Kc in recovered through
cryptanalysis. Now we have all information needed...

A3

16

AF

C3

DO

42

90

1C

C8

C8

C3

29

CONTENT OF DATA BURST IN GSM

72

FE

BC

10

74

70

C4

Kraken

s



“SIM spoof”

matej@cryptopia: ~
matej@cryptopia: ~ ®  matej@cryptopia: ~ *®

testcard Attach bulit in test SIM
spoof Attach spoffing SIM
reader Attach SIM from reader
remove Detach SIM card
pin Enter PIN for SIM card
disable-pin Disable PIN of SIM card
enable-pin Enable PIN of SIM card
change-pin Change PIN of SIM card
unblock-pin Change PIN of SIM card
lai Change LAI of S5IM card
OsmocomBB# sim spo
OsmocomBB# sim spoof
MS_NAME Name of MS (see "show ms")
OsmocomBB# sim spoof 1
IMSI IMSI you want to spoof

osmocomBB# sim spoof 1 293 NN
TMSI TMSI you want to spoof

OsmocomBB# sim spoof 1 293N D
. Encription key of spoofed mobile
osmocomBB# sim spoof 1 293N o -p >N
KEY_SEQUENCE Key sequence
OsmocomBB# sim spoof 1 293 ) 1I

Mobile identitity spoofing with “sim spoof” command. For spoofing we need IMSI number
(SS7 lookup), TMSI number (from the network), session key (we chack it)
and key sequence number (from the network).
In networks with A5/0 we need only TMSI and key sequence number — no cryptanalysis needed!



Mobile identity spoofing

Two SMS messages sent by spoofed mobile identity.
Similarly it is possible to spoof voice calls too.
[videO]






“We strongly emphasize that the abuse of identity in the
network of Telekom Slovenia is not possible.”

Abuse of the mobile identity in the Mobitel's network is
prevented by the high standard mechanisms. No network in
the world has better protection than we have in our GSM

network. Therefore, once again we remind that claims of abuse
of user identity in the Telekom network are not real, however

misuse of an identity outside of our network is not in our
hands.”

Reply from Telekom Slovenije for DELO newspaper, July, 30th 2012,
<http://www.delo.si/druzba/infoteh/mobitelovo-omrezje-kljub-zagotovilom-telekoma-se-
slabo-zasciteno.html>



Traffic data in data retention
database



What does it means for the data retention measures
and eavesdropping?



“Courts tend to regard

computer-generated materials as inherently
trustworthy evidence.”

“This has consequences for court procedure. In a
court witnesses are sworn in and cross-

examined to expose biases and conflicts. But what
about software as a witness?”

Sergey Bratus, Ashlyn Lembree in Anna Shubina. 2010.
Software on the Witness Stand: What Should It Take for Us to Trust It?



“Miran Kimovec from Mobitel company, who was the
next witness, was also unable to explain how it was
possible to record the eavesdropped conversation while
Reich's mobile phone has hot been registered to any of
the Slovenian mobile operators. "Theoretically it would
be possible that an Austrian citizen in Kranj caught a
signal from Austrian operator, but practically it is
almost impossible," he said. The trial will continue.”

Gorenjski glas, 2. marec 2007,
<http://www.gorenjskiglas.si/novice/kronika/index.php?
action=clanek&id=4329~






Mobile network security



Some other attacks on mobile networks

Disconnect mobile network from the network: attacker who
knows IMSI and TMSI number of the target, can disconnect

target's mobile phone with || commands.

Shut down of a part of a mobile network: if attackers sends

more than ] than base station has |l in less than
B scconds - mobile network shuts down. It is | R
B 2ttack which consequence is denial of the service.






Mobile network authentication



Problem: mobile network does not
authenticate to mobile phone

 The design of GSM network requires authentication of a mobile
phone to to mobile network. But on the other side, mobile
network does not authenticate to mobile phone

 Translation: mobile phone does not know to which network is
really connected.

« Consequence: it is possible to perform attack with “IMSI-
catcher”, special device, which pretends to be a legitimate base
station. Since mobile phone does not know that this base
station is fake, it connects to it.



Tl irm‘! CL—
:




Problem: mobile network does not
authenticate to mobile phone

« When a mobile phone is connected to a fake base station, it
»orders« him to stop encryption.

e GSM standard recommends ("should")
informing the user when |
communication is not encrypted (3GPP |
Rel.9 TS 33.102-920 "3G Security
Architecture" 5.5.1 Visibility,
ciphering indicator feature - 3GPP TS
22.101")




Problem: mobile network does not
authenticate to mobile phone

« But this notice is not shown if there is a special setting on a SIM
card.

p
The ciphering indicator feature may be disabled by the home

network operator setting data in the SIM/USIM. If this
feature is not disabled by the SIM, then whenever a
connection is in place, which is, or becomes unenciphered, an
indication shall be given to the user. Ciphering itself is
unaffected by this feature, and the user can choose how to
proceed;"

3GPP TS 22.101 specification (R99 22.101-3.17.0), section 13,
"Types of features of Ues"




Problem: mobile network does not
authenticate to mobile phone

Ciphering indicator is not very clear on some mobile phones,
and even not shown at all on some others.



IMSI Catcher could be bought...

e

REPUBLIKA SLOVENLIA .
MINISTRSTVO ZA NOTRANJE ZADEVE
Stefanova ulica 2. 1501 LIUBLIANA
Telefon: 01 426 40 00: felefaks 01 42847 33
E-posta: go.mnz@gm si; hittp:/Aeaw. mnz.gav.si

Stevilka: 029-34/2010/14 (2223-01)
Daum: {7 .05 72m

MEDRESORSKA KOMISIJA
ZA 1ZDAJO SOGLASLI ZA IZVEDBO
OBRAMBNIH IN ZAUPNIH NAROGIL

Ministrstvo za obrambo
Vojkova cesta 58
1000 Ljubljana

sekretar komisije

- PREMI%C4%8CNINEdo2013.xls - LibreOffice Calc
Datoteka Uredi Pogled Vstavi Oblika ©Orodja Podatki Okno Pomoé
& "ol D = @ @alF ¢ i3

a4A EEEEE bR H-E-%- F

Arial | [10

c181 v| fe9 X = [sistemza motenjein nadzor mobilne telefonije

A ] B [ D | E

1 |Preglednica 5: Na&rt pridobivanja premi&nega premoZenja - leto 2013

Okvirnl obseg premiénin | Predvidena sredstva (v EUR) | Ekonomska utemeljenost

3 |upravijavec | Zaporedna $tevilka | Vrsta premiénega premozenja

Nadzor in motenje mobilne
telefonije - naprava je
nepogresljiv pripomoéek pri | |

113 Sistem za maotenje \n_nadzor 4 238.400,00 i
mobilne telefonije oprav janju
protiprisluskovalnih
pregledov.
Onemogocanje

komunikacijo naprav, ki
komunicirajo preko

) . radiofrekvenénega spekira -
182 114 Sistem za motenje radijskih 1 97.236.00 naprava je pim 2a
naprav d Jema
motenje v primeru

sestankov zaupne narave in

pri izvajanju policijskih

pooblastil.

Zastita komurnikacije z
Intermetom - potrebna je

£4 00N AR vamostna pregrada s 1% |'
e

3

103 145
" Preglednica 5 {Preglednica 6 (qp /

Delovni list 1 /2 PageStyle_Preglednica 5 STA Vsota=0 @—e— @ [100%

ZADEVA: Vioga za soglasje k izvedbi naroéila na podlagi Uredbe o obrambnih in

zaupnih naroé&ilin*'

V skladu s 5. &lenom Uredbe o obrambnih in zaupnih narogilih (Uradni list RS, &t. 80/07), ki
doloéa, da mora naroénik za izvedbo narodila po navedeni uredbi predhodno pridobiti
soglasje medresorske komisije, imenovane s strani Viade Republike Slovenije, vas prosimo

za soglasje k izvedbi slededega zaupnega narodila:

1. Naziv ter naslov narocnike, ki bo izvedel naroéilo po Uredbi o cbrambnih in zaupnih

naroGilin:

Ministrstvo za notranje zadeve, Policija, Stefanova 2, 1501 Ljubljana

2. Predmet naroéila:

Nadgradnja sistema ze grialily iiNiTeiEr TG iss et



...OF we can build our own

roorgor

legistry/ trunk t SFVE =0011=
imain sipauthserve (relstarting <0811
«BBl1l>

<0011>

011>

<Doll>

=B011>

<0011>

<BD011>

=0811>

<0fl11>

<0811>

<0811>

=0B11>

<0011>

<BB11>

<0011>

<0811>

<BDBll>

trx.
trx.

trx.
trx.
trx.
trx.
trx.
trx.

trz.
trx.
trx.

trx.
tre.
trx.

B Y ) =

= : Q_ !,_ root@bt: ~fopenBts/public/openbtsitr I

Further hacks on the Calypso platform or How to turn a phone into a BTS, Sylvain Munaut,

29C3, 29. december 2012,

trz.c:

irz.c

trx.c

trx.c

trx.c

(512
1512
512
1512
1196
:512
: 512
1512
:512
1190
:512
1512
1512
1512
190
:512
1512
1512
1512

10:35 pm

root@bt: ~jopenBtsfpublicfopenbtsftrunk/apps 77x20

THX
TR
TRX
TRX
TRX
TRX
TRX
TRX
TRX
TRX
TRX
TRX
TRX
TRX
THX
TRY
TRX
TRX
TRX

25706:0:0:
25767:0:0:
25708:0:0:
25709:0:0:
CLK Indication
Data 25757:0:0:
Data 257658:0:0:
Data 2575 -

Data 25760:0:0:
CLK Indication
Data Z25808:0:0;
Data 25809:0:0
Data 25810:9:0:
Data 25811:0:0
CLK Indication
Data 25859:0:
Data 25860:0:
Data 25861:0:
Data Z5862:8:0:

Data
Data
Data
Data

BlbaBlaal221546952a45085401000
018a122916244ac042854804 224480
14201404481 445700a1 0a01 0804330
44214204085400 703810001521 2280
25766

BO62946a52a1 040040211 28060040
118a5258440000e102854a01 8al 600
4039042549000607400058000200220
41a542052054286588022012a16200
25757

G2co74272bod407e 30b 441 43d79a20

: 618bfhhea7ffcofishsza4efadzc7o

27afastocalboescndbes288b10310

:aslbecesfonloeafebaszfilic21810

25808

:aB47551a31 4dc060987c410b0551 30
1 22974400631 647eBab7e0003d 5460
:p421958b02511c 670f 15001178680

9531 ac 70181 285t07a0bhs57d681 fe70

<http://events.ccc.de/congress/2012/Fahrplan/events/5226.en.html>,




& Shell

« GNURadio
« getMs|

-« OpenaTs
« pySim-prog
-« Twinkle

...0r we can build our own (2)

¥ ", Start Astarisk

¥ ", Start Asterisk (varhose and console CLI)

¥, Asterisk -h (help)
¥ - fetciasterisk

¥ asterisk.cont
"% sip.cont

92 L B 7 Konsote )

Shell - Stait OpenBTS

View Bookmarks Settings Help

a () wicd Network Ma

& << hack 4 1un + P

Twinkle

: mEmolpEs 04g T

Source and copyright: prof. dr. ing. Andreas Steil,
<http://www.fh-kl.de/~andreas.steil /Projekte/OpenBTS/>

and

BackTrack R2 USRP Test Shot,
<http://www.serverfault.sk/2011/03/backtrack-r2-usrp-
test-shot-rfx900/>.



...Or we can build our own (3)

Doug DePerry, Tom Ritter in Andrew Rahimi, Traffic Interception & Remote Mobile Phone

Cloning with a Compromised CDMA Femtocell, BlackHat 2013,

<https://www.defcon.org/images/defcon-21/dc-21-presentations/DePerry-Ritter/DEFCON-
21-DePerry-Ritter-Femtocell-Updated.pdf>.



IMSI catcher detection

(Catcher Catcher)

matej@cryptopia: ~fcatchercatcherfosmocom-bb/src/host/layer23/src/mobile

ll"'ll matej@cryptopia: ~/osmocom/osmoco...

IMEI req: ©
SilentSMS: @

status flag: GREEN

OsmocomBB# show catcher
Catcher status for MS '1'

link establishment
rach sent: 2
paging:
imm_ass:
assign:
handover:
release:
tune:
failure:
current:
high pwr:

cipher mode
request:
response:
no cipher:
no IMEISV:
first alg: A5/1
last alg: AS5/1

cell monitoring
camped: 0]
MCC: 293 (293, 0)
MNC: 40 (40, 0)
LAC:
CID:

data exchange
IMSI req: ©O
IMEI req: ©O
SilentSMS: @

D00 DO =D

[ T

@

status flag: GREEN

Catcher status for MS '1l'
link establishment
rach sent: 78

® matej@cryptopia: ~/catchercatcher/osi

paging: 1
imm ass: 0
assign: 0
handover: 0
release: 0
tune: 0
failure: 0
current: 1
high pwr: -
cipher mode
request: 0
response: O
no cipher: 0
no IMEISV: O
first alg: A5/0
last alg: A5/0
cell monitoring
camped: 0
MCC: 293 (293, 0)
MNC : 41 (41, 0)
LAC: 11 (11, 0)
CID: 10454 (103, 1)

data exchange
IMSTI req: O
IMEI req: O
SilentSMS: O

status flag: RED

...is available only for Osmocom platform

(FemtoCatcher is available only for Verizone network).



IMSI catcher detection

(AIMSICD)

=il 36% W 20:37 O 2 .l 34%CH 21:31

88% (mm| 08:45

Device Information TRACKING

Phone Type: GSM

5z Stop Monitoring Cell
IMEI* ) Details
RIL Version: 01

7y Stop Tracking Cell
SIM Information Details

Country: si CelllD -
Operator ID: 29340
Operator Name: N/A
IMSI: 2934C

Serial:

Device Detail
evice Details Cell ID;

Lat:
Cell Information
Network Information

Provider Name: Si.mobil

Lng:

MCC: 293
AT Command Processor MNC: 40
Provider Code: 29340

ocldelek
zamatematiko

Samples: . > ob,| -
Type: UMTS Database Viewer ng
LAC: - |
CID: Map Viewer e ;
PSC: i
Roaming: false SETTINGS w'.
Data Activity: None '
Data Status: Disconnected @ Preferences — g Dotrcot
11 Backup Database

Gerbiceva uica

snaD






Smartphones security



Main approaches to smartphone security

“Security enhanced” 0S (usually some fork of Android, for
instance Replicant, PrivatOS (Blackphone), Guardian ROM,
CyanogenMod, etc.).

Antivirus/malware detection.

User/process separation.

Screen lock with password (with brute force protection).
Internal memory encryption.

Encryption of digital communications (ZRTP VoIP calls,
VPN,...).

Anonimisation/hiding of traffic data.



Encrypted SMS messages: TextSecure
=i .l 22:49

Matej
Matej

JC .‘r':Q[! }-i,ﬂfr Hlf‘ :] f r} ,.*‘,':'.,;:;:'
SUVrENH/OICOXKRIGXTteRAtUMIAQ

A Q ¢\ JE i = _.,—__,.‘-’ i
}SL}- V. ‘:.‘I-I::-Jlli"r'l: H: / I
§ "

1

RBe76MDGRW+qJo1YcbyivOjqaGUY
Ql

Test 2G only

abtERIAC)1XCagT9YFO4owdykZxqb
J >

Dela i3 HNzTmXmJCVnkq4qEE

lype messaqe Send ﬁ

60/60 (1) @ P




Encrypted phone calls: RedPhone

MOBILE
RedPhone Call

INCOMING CALL...

Upgrade to RedPhone?

This contact also uses RedPhone.
Would you like to upgrade to a

secure call? REDPHONE CALL

Secure Call Insecure Call




Encrypted phone caIIs. RedPhone

MOBILE MOBILE
RedPhone Call RedPhone Call

CONNECTED CONNECTED

drainage holiness drainage holiness




Unencrypted phone call (IP telefonija)

Fle Edit VWiew Go Capture Analyze Statistics Help

S| SrReR RAeF LIEF

QOB wEE -
N

Efl\ter: |Slp ~ || db Expression... ‘QEOEISU \/gporab\
Ne. . Time Source Destination Protocol | Info
69 14.865457 153.5 212.1 SIP/XML Request: PUBLISH sip: E J@z12.1
72 16.867222 153.5 212.1 SIP/XML Request: PUBLISH sip: 1 @z212.1 -
[ 82 23.453253  153.% 212.1 SIP/SDP_Request: INVITE sip:015805373@212.1 , with
83 23.461385 212.1 153.: SIP Status: 108 Trying
84 23.466803 212.1 153.3 SIP Status: 401 Unauthorized

SIP Request: ACK sip:015805373@212.1
=

ﬁ @ Q b :F & =l ﬁ @ 4 @ LELLSR0 VITE sip:015805373@212. 1 with
Filter: ion... SIP Status E Trylljg
T ratae. Ringing

SIP Request: CANCEL sip:015805373@212.1
20:10:32. SIP Status: 200 OK

20:10:32. SIP Status: 487 Request Cancelled
20:10:32.667| Detected 2 VoIP Calls. Selected 1 Call. SIP Request: ACK sip:015805373(3212.1

1

2

3

4 20:10:32.669 . . . >
5 28:10:33,454 StartTime = StopTime Initial Speaker  From To Protocc  Packets  State Comments 1" question ARBA cr—
6

7 o
8

9

No. Time

20:10:33.05¢ 21162082 8g3a6110 (NI <siponn P 7 |COMPLETE| iFlush @ B 5060 crypt
20:10:39.671  102,384695 1 "Mt ; P 5o .
20:10:40.173 .pcap - VoIP - RTP Player ™ ), Dst: 212.1 (212.1 )
20:10:41.175 52 iy
10 20:10:42.669
11 26:10:42.671 S — R
12 20:10:43.179 5o 1500 ..S.NH.. ..%...E.
13 20:10:47.665 !4 od ....@.@ _....[..
14 20:10:47.667 2%s 28 s 28s 28 Ns 3s 2s 34 45 I P . CINVITE
15/28:18:50.715 & From 172.16.0.116:5062 to (Y Duration:64,04 Drop by Jitter BuFf:0(0,0%) Out of Seq: 0(0,0%) Wrong Tim s1p:015 B0S373@2
16 20:18:50.777 72.0. .08 ijTﬁiF’
17126:18:32.639 32 33 28 May 2009 12:

18 20:10:52,670| Prepai "l 3a  26:51 GM T..CSeq:
» Frame 1: 44 bytes ‘wrrwrrc vover wra F 3a 20 1 INVIT E..Via:
» Linux cooked capture o o e e e o P e ckets: 109 Displayed: 26 Marked: 0 Profile: Def...

* Address Resolution Protocol (requet g rrom (D o 172.16.0.116:5062 Duration:64,57 Drop by Jitter BUFF:28(1,3%) Outof Seq: 2(0,1%) Wrong Tir

] View as time of day
DORO 00 PO 00 Ol 60 06 A0 18 84 lb: Jitter buffer [ms] |50 || [ UseRTP timestamp Decode Predvajaj | Zapri |
pele 00 01 08 60 06 04 00 01 00 18
0620 00 01 00 80 00 00 00 00 ac 1O

o File: "/home/mate;, N  P2ckets: 9799 Displayed: 9799 Mark... - Profile: Default

[Demo]



Encrypted phone call

encrypted_srtp_audio

[+ = L| L|
: 1= ¢
i - "~“ A .,_J | 2 D| I ' ' ' 1 Dl 1 ' ' ' I
A2 ek W w| -36 -24-12 0 ﬁv -36 -24 -12 0O
" - 0 O % |Bm| @ (o] & 2| L|A|L
AN N ALSA - | 49 | default - ﬁ default > || 2 (stereo)v
-3:,0 -1‘|,D -]I.,D [H) 1.'“ 2.'“ 3|,D iI-I,D 5|,D E.'D .TI,D E.'D 5.'“ lq,D 1]|.,D ll'l,D 13|,D 14|,D IET,D .
X encrypted_ w| 1,0
Mono, 44100Hz
32-bitno plavajoée| 0.5-
Utiaj = Solo
- + | 0,0
S
L D|[-05-
o
o =-1,0
Frekvenca : : . o ~ .. . _
projekta (Hz): Zacetek izbora: @ Konec Dolzina Polozaj zvoka:
44100 | « Skocina... | | 00uOOmOO0.000s+ O0uOOmOO0.000s* OQOQ0uOOmOO0.000s~

[Demo]



Traffic data of RedPhone calls

Analiza prometnih podatkov

datum in cas Koli¢ina Zarac. kol. |Destinacija |Storitev

1.6.2013 1:12 0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 1:12 586 kB 590 kB INTERNET |GPRS/UMTS prenos
1.6.2013 3:12 0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 3:12 629 kB 630 kB INTERNET |GPRS/UMTS prenos
1.6.2013 5:12 0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 5:12 622 kB 630 kB INTERNET |GPRS/UMTS prenos
1.6.2013 7:12 0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 7:13 492 kB 500 kB INTERNET |GPRS/UMTS prenos
1.6.2013 9:13 0 kB 0kB INTERNET |GPRS/UMTS prenos
1.6.2013 9:13 736 kB 740 kB INTERNET |GPRS/UMTS prenos
1.6.2013 11:13 [0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.201311:13 [16.276 kB |16.280 kB |INTERNET |GPRS/UMTS prenos
1.6.2013 13:13 [0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 13:13 |814 kB 820 kB INTERNET |GPRS/UMTS prenos
1.6.2013 15:13 [0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 15:14 (845 kB 850 kB INTERNET |GPRS/UMTS prenos
1.6.2013 17:14 |0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 17:14 |[355kB 360 kB INTERNET |GPRS/UMTS prenos
1.6.2013 18:24 (11 kB 20 kB INTERNET |GPRS/UMTS prenos
1.6.2013 18:27 |[15kB 20kB INTERNET |GPRS/UMTS prenos
1.6.2013 23:21 |[835kB 840 kB INTERNET |GPRS/UMTS prenos
2.6.2013 1:21 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 1:22 786 kB 790 kB INTERNET |GPRS/UMTS prenos
2.6.2013 3:22 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 3:22 764 kB 770 kB INTERNET |GPRS/UMTS prenos
2.6.2013 5:22 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 5:23 834 kB 840 kB INTERNET |GPRS/UMTS prenos
2.6.2013 7:23 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 7:23 843 kB 850 kB INTERNET |GPRS/UMTS prenos
2.6.2013 9:23 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 9:23 674 kB 680 kB INTERNET |GPRS/UMTS prenos
2.6.201311:23 |[8kB 10 kB INTERNET |GPRS/UMTS prenos
2.6.2013 11:59 [1sms 1sms Slovenijad |SMS oddaja
2.6.2013 11:59 |1sms 1sms Slovenijad |SMS oddaja
2.6.2013 12:56 |1sms 1sms Slovenija5 |SMS oddaja

Itip klica |klicana oseba |datum in cas trajanje
IrP klic  |Nemdija Jun 1, 2013 12:52:36 PM 37

IRP klic |Nemcija Jun 1, 2013 12:53:28 PM 23

IRP klic |Nemcija Jun 1, 2013 12:54:40 PM 22

IRP klic |Nemcija Jun 1, 2013 12:59:26 PM 17

Itip klica |klicana oseba |datum in ¢as trajanje
IRP klic  |Nemcija Jun 1, 2013 5:59:51 PM 10

IRP klic |Nemcija Jun 1, 2013 6:21:14 PM 70

ktip klica |klicana oseba [datum in &as trajanje
IrP klic  |Slovenija3 Jun 2,2013 10:47:14 AM |11

IRP klic |Slovenija3 Jun 2, 2013 10:47:52 AM |64

IRP klic |Slovenija3 Jun 2, 2013 10:49:03 AM  |102

IRP klic |Slovenija3 Jun 2, 2013 10:50:52 AM |70

IRP klic |Slovenijad Jun 2, 2013 11:59:36 AM 2

IRP SMS |Slovenijad Jun 2, 2013 12:38:11 PM 2

IRP SMS |Slovenija5 Jun 2, 2013 12:56:06 PM 1




Encrypted calls: CsipSimple and OSTN

ZRTP supported by reniote party

Do you confirm t!ie SAS : 5nhd

Carcel (0],¢

Traffic data?



Encrypted instant messages: ChatSecure

OTR Q&A Verification

Enter a question to send to your contact, and the
answer you expect them to give, in order to verify they
are who they claim to be.

the question to ask

the expected answer

Nesifrirana povezava.

i b . . . .
o Sifrirana in verificirana poveZzava.

D/I | /4

Super, gremo na lg/

‘1

@ Send secure message

=

-

File Transfer

/
ChatSecure wants to send you the

file IMG_20130524_195419.jpg".
Accept transfer?

Cancel Yes, Accept All




Anonymisation...

E) How Tor Works: 3 L Tornoe

= Unencrypted link

—a oncrypted link

Alice

Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a
second random path.
Agaln, green links are

encry pted, red links are In

the clear.
E..I- —— —.: 1

Dave




...0f voice communication
on a mobile phone

éB 8L
a ChatSecure

Online - okj7xc6j2szr2y75.onion -..

Connected to the Tor network




Voice communication on a mobile phone
through Tor network

& B L 13:41 1344l &l al 6 P & &
O Record your message

Properties

Recording
recording-228907295.3gpp

u Type: File
Path: /sdcard/Download/
[ |

Copy Copy fullpath

Size: 19.84 KB (20,320 Bytes)

recording1588793937 Created: 18/11/2013 19:58:50

<unknown> Modified: 18/11/2013 19:58:50

Readable: Yes
Writable: Yes
Hidden: No

File checksum Show checksum

Cancel




YOOI
)
Q|0|0[0(0|0
Q|0|0[0(0|0
%

2,

00|00

https://www.eff.org/secu ging-scorecard



Location tracking



Location privacy

o “Cell phones are 'Stalin's dream.’
Cell phones are tools of Big Brother. I'm not
going to carry a tracking device that records
where I go all the time, and I'm not going to
carry a surveillance device that can be turned
on to eavesdrop.”

--Richard Stallman, March 2011



Silent SMS

« Silent SMS (Type-0 ping”) is a special SMS message, which is not
shown on a mobile phone. However, read receipt is generated and
traffic data are also recorded (it is different from Class-0 SMS, so
called flash SMS).

« Silent SMS'es are usually used for locating users.

— German police sent about half million of silent SMS'es in 2010.

%2y Android IMSI-Catcher Detector 1645
A ALERT! Class Zero Silent SMS Intercepted

Silent SMS Intercepted

Silent Sms Message has been
intercepted!

Details are available through the
DbViewer




Location privacy

Celiphone o
tower

a
Celiphone

As the target phone moves from tower to tower, fewer and fewer potential cotravelers remain.

A 9 ¢ 2 ©® @

Tower Atarget track

..................... p— - e -8 emmm——— ———— - ——

All tower A phones
+ han
_ A+Bphones A+B+C phones A+B+C+D phones  A+B+C+D+E

phones A+B+C+D+E+F
phones are the ...

.. possible
cotravelers

Source and copyright: Washington Post, NSA tracking cellphone locations worldwide, Snowden documents
show, 4. december 2013, <http://apps.washingtonpost.com/g/page/national/how-the-nsa-is-tracking-people-
right-now/634/>.



Location privacy

e It is known that location tracking is being used for
target assassinations with drones.
» Spoofing/blocking of network or radio identifiers:

— IMEL mostly illegal, there is an application IMEI
modifier, which is not easy to use;

— Bluetooth: switch it off;
— NFC: switch it off;

— MAC address: MAC changer/spoofer is not working on
all devices, device needs to be rooted;

— IMSI: only with changing of a SIM card.



Location privacy

 The only solution is to completely log out from the
network... but then we are not talking about mobile
phone anymore.

 SIM card removal is not enough - in that case mobile
phone searches for base stations and still broadcasts
IMEI number.

 The problem of location tracking cannot really be
solved.






Attacks to internal memory



Attacks to internal memory

 Problematic especially because of:
— access to data on a mobile phone,

— injecting malware.

e Solution: internal memory encryption!
However...



Tradeoff between security and usability

« Typical problem of tradeoff between security and usability is
implementation of encryption of internal memory in Android.

 Currently, there is only one password for both the encryption
and the screen lock. This password could be maximum 16
characters long. This is adequate protection for screen
unlocking, but not for offline attacks.

 Using the same password:

— (+) decreased probability that user would forget the
password;

— (-) it is not likely that user would use long password at
frequent use (screen unlocking is frequent use!);

— (-) short password (up to 16 characters) does not offer
enough protection against offline attacks.



Cold Boot attack on mobile phones

Forensic Recover y Of Scrambled Telephones

 Cold Boot attack could be used retepbne encrypion scace.
to gain encryption keys from
the encrypted mobile phone.

 Proof of concept: Tilo Miiller,
Michael Spreitzenbarth and
Felix Freiling have developed
tool called FROST (Forensic
Recovery Of Scrambled
Telephones). ,s

EY 16 A dund:

\-,,l
ccb667laf6eebffe94ealbc87c 0
key-32 foun d 4ee35476397b76905828a89f3d 72f

ccbé6671af6eebffe94ealbc87c0948e4
Summarizing 4 keys found.




Cold Boot attack on mobile phones

« On a personal computers there is some kind of protection
against Cold Boot attack:

— TRESOR: encryption keys could be stored in CPU cache
instead of RAM-u (on processor with AES-NI instruction

set);

— PrivateCore vCage: RAM encryption (with TPM module
and Intel Trusted Execution Technology - vCage Host
loads a secure hypervisor into CPU cache and is acting
as a gateway to encrypt memory paging in and out
between the CPU cache and RAM).

 Mobile phones does not have such a technology (yet?).



Evil Maid attack on mobile phones

Evil Maid attack (against computers protected with
TrueCrypt) was introduced in 2009 by Joanna Rutkowska.

Physical access is needed.

Similar attack against mobile phones was introduced in
2012 by Thomas Cannon from Viaforensics.

He has shown how to inject malware on a mobile phone
through malformed USB charger.

Malware can intercept passwords or enable remote access
to mobile phone.



Evil Maid attack on mobile phones

Thomas Cannon, Into The Droid - Gaining Access to Android User Data,
<https://www.defcon.org/images/defcon-20/dc-20-presentations/Cannon/DEFCON-20-Cannon-Into-The-Droid.pdf>



Evil Maid attack on mobile phones

» Possible solution is dm-verity (since Android 4.4):

— provides integrity checking of file system and is
detecting rootkits with root privileges (checks if
booting a device is in the same state as when it was last
used):

— however, it does not check if bootloader has been
properly authenticated,;

— can not detect a trojan placed in the ARM Trustzone
(the Security Extensions of ARM processors) or on a SIM
card.






Baseband attacks



How much processors does your mobile
phone have?

» Application processor (Tegra, Exynos, Snapdragon,...).
e Processor on a SIM card.
« Radio processor (baseband processor, modem, radio):

— running real time OS;

— 1S primary processor;

— usually has full control over all the other hardware
(including camera, microphone, screen, etc.);

— some smartphones even use a shared memory
architecture to transfer data from the baseband
processor and application processor.



Attacks over the radio processor

 There are known cases, where law enforcement agencies
used a covert listening device (a so called “roving bug*) in
their investigations. One of the first known cases is from
2006 - in that case FBI remotely activated the cell phone
microphone and listened to conversations in the vicinity
of the phone, during its criminal investigation.

e Moreover, as Ralf-Philipp Weinman from the University
of Luxembourg has shown that radio processors contain
several security vulnerabilities. It is even possible to
access a mobile phone from the network (through radio
processor).



Attacks over the radio processor

 The group of developers who are working on Replicant,
recently found that Android running on a Samsung
Galaxy mobile phones contains backdoor.

— A specific software code allows direct communication
with the radio processor in a way that radio processor
has direct access to the Android file system (reading,
writing and erasing files). That software is able to
access the user data, even if they are encrypted.

« Karsten Nohl has shown in 2013 that SIM cards are also
vulnerable.






What about using external
encryption device?



Using external, separated
encryption device

« To prevent bypassing encryption software running on
a mobile phone with malware, it is possible to use
external encryption device (for instance JackPair).

— Device is connected between mobile phone and earphones.

— However, activation of external microphone does not
physically turn the built-in
microphone off!

Attacker can turn the
internal microphone on
with malware and thus
effectively bypasses the
encryption.







Conclusion

Data on a SIM card?

Spoofing the identity of SMS sender?
Spoofing the identity of a caller?
GSM traffic security?

Mobile identity?

Traffic data in data retention database?

Mobile network security?
Mobile network authentication?
Smartphones security:

— Location tracking?

— Attacks to internal memory?

— Baseband attacks?

— Using external encryption device?



Conclusion

« Mobile phone security is not easy!

« Just buying some security software or “installing an
antivirus” is not the final solution.

e Anyway, the question is how deep we
need to go, what is our threat model?

— sometimes sceen lock is enough...

— ...sometimes using applications for encrypting
communication is necessary..

— ...sometimes we must consider using the trash. :-)




But there's an old saying inside
the NSA: "Attacks always get
better; they never get worse."

—-Bruce Schneier



Questions?

http://pravokator.si A
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